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SCADA Cyber Security — The Threat is Real

HURRICANEMILTON 2024 ELECTION MIDDLEEAST POLITICS US.NEWS PRIMEDAYDEALS TIPLINE WATCH LIVE

Largest water utility company in the U.S.
targeted in cyberattack

American Water became aware of "unauthorized activity" in their computer networks and
systems on Thursday; it said in a statement.

U.S. says cyberattacks against water
supplies are rising and utilities need to do
more to stop them

About 70% of utilities inspected by federal officials over the last year violated
standards meant to prevent breaches or other intrusions, the Environmental
Protection Agency said. - May 21, 2024 (NBC News)

Rural Texas towns report cyberattacks
that caused one water system to

overflow

BY KEN MILLER - AP NEWS
Updated 6:04 PM CDT, April 18, 2024

A hack that caused a small Texas town’s water system to overflow in
January has been linked to a shadowy Russian hacktivist group, the latest
case of a U.S. public utility becoming a target of foreign cyberattacks.
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SCADA Cyber Security — The Threat is Real

Cyberattacks Against Water Systems (cont.)

ARKANSAS CITY WATER TREATMENT FACILITY
SWITCHED TO MANUAL OPERATIONS
FOLLOWING A CYBERATTACK

& Pierluigi Paganini  (© September 25, 2024

b
Zl Recent Cyber Attacks on US Infrastructure Underscore Vulnerability of Critical US Systems, November 2023-April 2024

REPORTED CYBER ATTACKS ON US ICS, 23 NOVEMBER 20232 THROUGH 22 APRIL 2024

SECTORS WEST VIRGINIA
Agriculture @ Healthcare Telecommunications
Cyber Av3nger Total Attacks: 29* @ x
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Methodology Note: This grophic presents CTIICs dataset that captures cyber
attacks on ICS from 23 November 20232 through 22 April 2024. We excluded
ransormware attacks on critical infrastructure entities. *including seven attacks at additional US locations.
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SCADA Cyber Security — The Threat is Real

Cyberattacks Against Water Systems (cont.)

1. China-made US port infrastructure flagged as security risk: A congressional
report highlights vulnerabilities in critical infrastructure due to Chinese-made
components’.

2. Potential China threats to U.S. Port Infrastructure Security: The House
Homeland Security Committee warns about cybersecurity and national security
risks posed by China’s dominance in the global maritime shipping industry?.

3. FBI Disrupts Chinese Cyber Operation Targeting Critical Infrastructure: The
FBI disrupted a Chinese hacking operation aimed at infiltrating U.S. critical
infrastructure, including universities and government agenciess3.

4. FBI Says Chinese Hackers Preparing to Attack US Infrastructure: FBI Director
Christopher Wray discusses ongoing Chinese hacking campaigns targeting
U.S. critical sectors like telecommunications, energy, and water®.
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https://news.yahoo.com/news/china-made-us-port-infrastructure-184258457.html
https://news.yahoo.com/news/china-made-us-port-infrastructure-184258457.html
https://news.yahoo.com/news/china-made-us-port-infrastructure-184258457.html
https://justthenews.com/politics-policy/cybersecurity/potential-china-threats-us-port-infrastructure-security-house
https://justthenews.com/politics-policy/cybersecurity/potential-china-threats-us-port-infrastructure-security-house
https://justthenews.com/politics-policy/cybersecurity/potential-china-threats-us-port-infrastructure-security-house
https://www.usnews.com/news/technology/articles/2024-09-18/fbi-disrupts-chinese-cyber-operation-targeting-critical-infrastructure-in-the-us
https://www.usnews.com/news/technology/articles/2024-09-18/fbi-disrupts-chinese-cyber-operation-targeting-critical-infrastructure-in-the-us
https://www.usnews.com/news/top-news/articles/2024-04-18/fbi-says-chinese-hackers-preparing-to-attack-us-infrastructure

SCADA Cyber Security — The Threat is Real

United States

e Ranked the highest in the world
with over a quarter of all
cyberattacks originated from
online resources in the U.S.
between November 2021 and
October 2022.

Germany

* Ranked second, with nearly 13%
of detected attacks.

Netherlands

* Followed closely, with 12% of the e v
detected attacks. .y
o Comecr
, .
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SCADA Cyber Security — Sources and Types of Cyber Attacks

National-State Actors to the facility’s systems can pose a

- These are government-sponsored significant risk, either intentionally or
groups that target facilities for unintentionally.
espionage, disruption, or to gain a * Approximately 60% of data breaches
strategic advantage. Countries like are caused by insider threats.

Russia, China, North Korea, and Iran
have been frequently mentioned in
this context.

Cybercriminals

* Organized crime groups or individual
hackers often target facilities for
financial gain. They might use
ransomware, phishing, or other
methods to steal data or extort
money.

Insider Threats
* Employees or contractors with access
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SCADA Cyber Security — Sources and Types of Cyber Attacks

Common Sources of Cyber Attacks (cont.)

* Hacktivists

* These are individuals or groups
motivated by political or social causes.
They might target facilities to make a e B N AME
statement or disrupt operations. F—

* Script Kiddies
* Less experienced hackers who use
pre-written scripts or tools to launch
attacks. While they might not be as
sophisticated, they can still cause
significant damage.

OceanPoint Insurance Agency £ > : X

ACCOUNT

*  Competitors

* In some cases, rival companies might
engage in cyber espionage to gain a
competitive edge.
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SCADA Cyber Security — Sources and Types of Cyber Attacks

Resource Development

* Threat actors can obtain software capabilities by buying, stealing, or downloading
tools and using them for capabilities other than their intended use.

Initial Access

* Threat actors exploit externally-facing remote services, such as virtual private
networks (VPNs), to enable initial access and persistence into a network from
remote locations.

* Threat actors may exploit vulnerable versions of remote access software or use
legitimate, compromised credentials.

* Threat actors may leverage third party relationships to gain initial access to
intended victims.

Execution

* Threat actors may use PowerShell to silently deploy remote access software.
Industry has observed PowerShell being used to install RMM itself.

Defense Evasion

* Industry has observed cyber threat actors renaming a NetSupport binary to
ctfmon.exe.

Discovery

* Remote access software may allow threat actors to find lists of other systems on a
network that may be used for lateral movement from the current system.

Command and Control

* Threat actors may establish command and control channels using legitimate
remote access software.
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SCADA Cyber Security — Sources and Types of Cyber Attacks

Phishing Attacks
* Ranked highest type of Cyber Attack in the United States

Network Breaches
* Ranked second, with almost 19% of the detections.

Ransomware Attacks

* Ransomware Attacks: Organizations have been targeted by ransomware, where
attackers encrypt data and demand a ransom for its release.

* In 2023, ransomware was the most frequently detected cyberattack worldwide,
accounting for around 70% of all detected cyberattacks.

Data Theft and Extortion

* Cybercriminals have been stealing sensitive data and threatening to release it unless a
ransom is paid. This has affected various sectors, including healthcare and finance.

Vulnerabilities in Software
* Recent vulnerabilities in popular software have been exploited in ransomware attacks.

Deepfake Technology

* The rise of deepfake technology poses new security risks, as it can be used to create
convincing fake videos and audio recordings for malicious purposes.

GIMSA



SCADA Cyber Security — Protecting a SCADA Network

Protecting a SCADA Network - Key Areas and Actions

*  Remote Access
* Ensure that remote access points are secure, using strong passwords and multi-factor
authentication.

e ConnectWise Control (formerly ScreenConnect) ® Pulseway ® Anydesk ¢ RemotePC e
Remote Utilities ® Kaseya ® NetSupport ® GoToMyPC e Splashtop ® N-Able ¢ Atera e
Bomgar e TeamViewer ¢ Zoho Assist

* (CISA) has highlighted both the benefits and risks associated with using remote access tools like
TeamViewer. While these tools can enhance efficiency and flexibility for IT management, they are
also prime targets for cyber threat actors’?.

* CISA’s “Guide to Securing Remote Access Software” emphasizes the importance of securing these tools to
prevent malicious use’. They recommend implementing strong security measures such as multi-factor
authentication, regular updates, and monitoring for unusual activity'?.

* In summary, while TeamViewer can be used as a remote access tool, it is crucial to follow CISA’s security
recommendations to mitigate potential risks.

* Remote access software is particularly appealing to threat actors because the software: ® Does not always
trigger security tools. Remote access software is often used for legitimate purposes, so it generally blends
into the environment and does not trigger antivirus (AV), antimalware, or endpoint detection and response
(EDR) defenses.RMM software is signed with valid code signing certificates issued by trusted certificate
authorities, meaning that it will not appear inherently suspicious to AVs and EDRs. Often RMM install paths
are excluded from EDR inspection. ® Does not require extensive capabilities development.
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https://www.cisa.gov/resources-tools/resources/guide-securing-remote-access-software
https://www.cisa.gov/resources-tools/resources/guide-securing-remote-access-software
https://www.cisa.gov/sites/default/files/2023-06/Guide%20to%20Securing%20Remote%20Access%20Software_clean%20Final_508c.pdf
https://www.cisa.gov/resources-tools/resources/guide-securing-remote-access-software
https://www.cisa.gov/resources-tools/resources/guide-securing-remote-access-software
https://www.cisa.gov/resources-tools/resources/guide-securing-remote-access-software
https://www.cisa.gov/resources-tools/resources/guide-securing-remote-access-software
https://www.cisa.gov/sites/default/files/2023-06/Guide%20to%20Securing%20Remote%20Access%20Software_clean%20Final_508c.pdf

SCADA Cyber Security — Protecting a SCADA Network

Network Segmentation

* |solate critical systems from other network segments to prevent unauthorized
access.

Asset Management

* Maintain an inventory of all IT and OT assets to monitor and manage them
effectively.

Data Integrity

* Protect data from unauthorized access and ensure its accuracy and reliability.

Cyber Hygiene

* Implement basic cybersecurity practices such as regular software updates,
strong password policies, and employee training.

Do not click on suspicious links

* Train employees to be able to identify possible sources of Phishing emails

Use multi-factor authentication

* Implementing MFA is a crucial step in enhancing your organization’s
cybersecurity
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SCADA Cyber Security — Protecting a SCADA Network

Protecting a SCADA Network - Key Areas and Actions

* Incident Response Plans

* Develop and regularly update incident
response and recovery plans to quickly
address any cyber incidents.

*  Vulnerability Management
e Conduct regular vulnerability assessments
and apply necessary patches and updates.

* Create Strong Passwords Remote Access

Server

P il e
‘;';'-," / ql I
S Remote Computer
at Home

Corporate
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4“r

Wireless
Access Point /// / |J §‘|
{ 9 Remote Computer
J at Internet Hot
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SCADA Cyber Security — Protecting a SCADA Network

Passwords & Security
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SCADA Cyber Security — Creating a Cybersecurity Plan

Key Components for a Cybersecurity Plan

* Risk Assessment

* ldentify and evaluate potential threats
and vulnerabilities to your systems
and data. This helps prioritize security
measures based on the level of risk.

* Security Policies and Procedures

* Develop clear policies and procedures
for data protection, access control,
incident response, and acceptable use
of resources. Ensure these are
communicated to all employees.

* Access Control

* Implement strict access controls to
ensure that only authorized personnel
can access sensitive information. This
includes using strong passwords,
multi-factor authentication, and role-
based access controls.

m 2GYBRGS9 - Text sign showing Cybersecurity Plan, Concept meaning Techniques of protecting
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SCADA Cyber Security — Creating a Cybersecurity Plan

Data Protection

Encrypt sensitive data both in transit
and at rest. Regularly back up data
and ensure backups are stored
securely.

Network Security

Use firewalls, intrusion
detection/prevention systems, and
secure network architecture to
protect against external and internal
threats.

Incident Response Plan
* Develop a comprehensive incident

response plan to quickly and
effectively address security breaches.
This should include steps for
containment, eradication, recovery,
and communication.

erson-is-answering-question-about-cybersecurity-the-person-has-an-incident-response-plan-image46113
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SCADA Cyber Security — Creating a Cybersecurity Plan

Employee Training and Awareness

Regularly train employees on
cybersecurity best practices, phishing
awareness, and how to recognize and
report suspicious activities.

Regular Audits and Monitoring

Conduct regular security audits and
continuous monitoring to detect and
respond to potential threats in real-
time.

Compliance and Legal
Requirements
* Ensure your cybersecurity measures

comply with relevant laws,
regulations, and industry standards.

Physical Security

* Protect physical access to your IT
infrastructure, including servers, data
centers, and workstations.

PHISHING | (RANSOMWARE )| SUPPLY ALAND
AND SOCIAL \\. ATTACKS CHAIN MACHINE
ENGINEERING ATTACKS bEARﬂmG

FOR THREAT
NCDENT DETECTION
RESPONSE
s CULTURE oF
“DISASTER CYBERSECURITY SECURITY |
RECOVERY
STRATECIES i BUSI’IESS EMPLOYEE
| AARUESS
CYBER
/ INSURANCE TRAIUNG

LERO TRUST

CYBERSECURITY
ARCHITECTURE

fRAMEWORK

DATA PRIVACY
REGULATIONS
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SCADA Cyber Security ~CISA

Cybersecurity and Infrastructure Security Agency (CISA)

CISA is a branch of the United
States Department of Homeland
Security (DHS) founded on
November 16, 2018.

It was established to enhance the
security of the nation’s critical
infrastructure and cybersecurity.

CISA works with various levels of
government and the private sector
to protect against cyber threats and
improve overall cybersecurity
resilience.

EPA is responsible for the Water
and Wastewater Infrastructure.

I MSA



SCADA Cyber Security — CISA

Cybersecurity

 CISA leads efforts to protect federal
networks and critical infrastructure
from cyber threats.

» Coordinating cybersecurity programs
with states and improving the
government’s defenses against both
private and nation state hackers.

Infrastructure Protection

* The agency works to safeguard critical
infrastructure sectors such as energy,
transportation, and healthcare from
physical and cyber threats.

Emergency Communications

* CISA supports emergency
communication capabilities to ensure
that public safety officials can
communicate effectively during
emergencies.

Risk Management

* The agency provides tools and
resources to help organizations
analyze and reduce risks to their cyber
and physical infrastructure.
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SCADA Cyber Security — CISA

Cybersecurity Assessments Technical Assistance

* CISA conducts assessments to * They provide technical support
identify vulnerabilities and and guidance on implementing
recommend improvements to security measures and responding
enhance cybersecurity defenses. to incidents.

Training and Exercises Resources and Tools

* They offer training programs and * CISA offers various resources,
simulation exercises to help including guides, toolkits, and
facilities prepare for and respond infographics, to help facilities
to cyber and physical threats. understand and mitigate risks.

Information Sharing

* CISA facilitates the sharing of
threat information and best
practices among water and
wastewater facilities to improve
overall security posture.
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SCADA Cyber Security — CISA

Cybersecurity Training Public Safety Communications

* CISA offers a variety of training * Through programs like SAFECOM, CISA
opportunities to enhance improves public safety
cybersecurity skills across different communications operability and
sectors. interoperability.
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Electrical Maintenance

70B

Standard for
Electrical Equipment Maintenance




SCADA Cyber Security and Electrical Systems Maintenance Review

Todays Presentation - Agenda

* Electrical Systems Maintenance
Summary of NFPA 70B

Key Requirements

Common Tasks

Electrical System Required Documentation
Electrical System Testing

I MSA



Electrical Systems Maintenance Review -Summary

Every three to five years, The National Fire Protection Association (NFPA)
updates NFPA70B, a set of guidelines for creating an effective electrical
preventive maintenance (EPM) program commonly used in industrial
plants, commercial buildings, and large residential complexes.

Purpose

* To safeguard people, property, and processes from the risks associated with
electrical equipment failure, breakdown, or malfunction.

Scope

* Applies to electrical equipment maintenance in industrial plants, institutional and
commercial buildings, and large multifamily residential complexes.

In 2023, NFPA70B makes mandatory the inspection of ALL electrical

equipment at least every 12 months

* Equipment that meets the Equipment Physical Condition 3 requiring
thermographic inspection at least every 6 months. Condition 3 includes
equipment where urgent actions were identified in previous scans along with
certain other circumstances.
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Electrical Systems Maintenance Review -Summary

Regular Electrical Maintenance Guidelines

* Residential Properties

* It’'s recommended to have a professional
inspection every 3-5 years. However, if you
notice any issues like flickering lights,
frequent circuit breaker trips, or outdated
wiring, you should call an electrician
sooner.

*  Commercial Properties

* These should be inspected more
frequently, typically every year, due to the
higher electrical load and usage.

* Industrial Facilities

* These often require even more frequent
checks, sometimes quarterly or biannually,
depending on the complexity and demands
of the electrical systems




Electrical Systems Maintenance Review — Key Requirements

Best Way to review NFPA 70B — Create an On-line

account — Its Free!
< C M 2% nfpa.org/codes-and-standards,

Electrical Maintenance Program (EMP)

* Develop and implement a comprehensive EMP that includes
regular inspections, testing, cleaning, and repairs.

Condition of Maintenance

* Ensure electrical equipment is maintained in a condition that
supports safety and reliability.

Documentation

* Maintain detailed records of all maintenance activities,
including inspections, tests, and repairs.

Training

* Ensure personnel are properly trained and qualified to
perform electrical maintenance tasks.

GIMSA



Electrical Systems Maintenance Review — Key Requirements

Key Safety Requirements of NFPA 70B (Cont)

* Risk Assessment

* Conduct regular risk assessments to
identify potential hazards and implement
appropriate control measures.

*  Compliance with Manufacturer
Instructions

* Follow the maintenance instructions
provided by equipment manufacturers.
*  Periodic Reviews

* Regularly review and update the EMP to
incorporate new safety standards and
technological advancements.
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Electrical Systems Maintenance Review — Common Tasks

Common Maintenance Tasks

* Inspection and Testing

* Regularly checking electrical systems and
components for wear and tear, corrosion,
and proper operation.

* Cleaning

* Removing dust and debris from electrical
panels, outlets, and other components to
prevent overheating and ensure good
connections.

* Tightening Connections

* Ensuring all electrical connections are
secure to prevent arcing and potential fire
hazards.

* Replacing Worn Components

* Changing out old or damaged wires,
switches, outlets, and other components
to maintain system integrity.
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Electrical Systems Maintenance Review — Common Tasks

Testing Safety Devices

* Regularly testing circuit breakers, fuses,
and ground fault circuit interrupters
(GFCls) to ensure they function correctly.

Updating Documentation

* Keeping records of all maintenance
activities, including inspections, repairs,
and replacements.

Checking for Code Compliance

* Ensuring that all electrical installations and
repairs meet local electrical codes and
standards.

Battery Maintenance

* Checking and replacing batteries in backup
power systems and smoke detectors.
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Electrical Systems Maintenance Review — Key Requirements

Electrical Maintenance Program (EMP)

3.3.16% Electrical Maintenance Program (EMP). A managed
program of inspecting, testing, monitoring, analyzing, and serv-
icing electrical systems and equipment with the purpose of
maintaining safe operations and production by reducing or
eliminating system interruptions and equipment failures,

4.2 Electrical Maintenance Program (EMP).

4.2.1 General. The equipment owner shall implement and
document an overall EMP that directs activity appropriate 1o
the safety and operational risks.

4.2.2 Inspection.

4.2.2.1 The EMP shall include elements to verify that electri-
cal equipment or systiems have been inspected to comply with
applicable installation codes and standards.

4.2.2.2 Equipmentspecific maintenance tasks shall be devel-
oped utilizing the information gathered during the inspection.

4.2.3 Condition of Maintenance. The EMP shall include
elements that consider current condition of maintenance of
electrical equipment and systems as well as the potential safety
and operational risks to maintenance and operational person-
nel.

4.2.4 EMP Principles. The EMP shall identify the principles

upon which it is based and the goals to be achieved.
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Electrical Systems Maintenance Review — Key Requirements

Electrical Maintenance Program (EMP)

4.2.4.1 The EMP shall be designed to function in conjunction
with the applicable electrical safety program.

4.2.4.2% The EMP shall include the following elemenis:

(1)  An electrical safety program that addresses the condition
of maintenance

(2)  Identification of personnel responsible for implementing
each element of the program

(3) Survey and analysis of electrical equipment and systems to
determine maintenance requirements and priorities

(4) Developed and documented maintenance procedures for
equipment

(5) A plan of inspections, servicing, and suitable tests

(6) A maintenance, equipment, and personnel documenta-
tion and records-retention policy

(7) A process to prescribe, implement, and document correc-
tive measures based on collected data

(8) A process for incorporating design for maintainability in
electrical installations

(9) A program review and revision process that considers fail-
ures and findings for continuous improvement

4.2.5 EMP Controls. The EMP shall identify the controls by
which it is measured and monitwred.

4.2.6 Incident Investigations. The EMP shall include a
method to utilize all associated reports for feedback and EMP
refinement, including the following:

(1)  Elecrrical safety incidents

(2) Equipment malfunctions

(3) Unintended operations or alarms

(4) Operation of protective devices

4.8*% Equipment Cleaning. FElectrical equipment cleaning
shall be a part of the EMP.
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Electrical Systems Maintenance Review — Electrical System Required Documentation

Single line Diagrams — Paragraph 6.2

* Up-to-date single-line diagrams shall be the primary
reference for system studies

* Maintained, legible, accurate
* Dated

Short Circuit Studies — Paragraph6.3

* Used to support the arc-flash risk assessment and
equipment evaluations

* Updated when changes occur that could affect the
results

* Shall be reviewed for accuracy at intervals not to
exceed 5 years

e Available to EMP Coordinator

 When completed an electrical equipment rating
evaluation shall be completed for the equipment
within the study.
©fMSA



Electrical Systems Maintenance Review — Electrical System Required Documentation

Coordination Studies— Paragraph 6.4

* Used to support risk assessment and intended
system design goals

* Updated when changes occur that could affect the
results

* Shall be reviewed for accuracy at intervals not to
exceed 5 years

* Available to EMP Coordinator

* When updated the electrical equipment
overcurrent protective devices and equipment
ratings shall be reviewed and verified for the
equipment within the scope of the study.
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Electrical Systems Maintenance Review — Electrical System Required Documentation

Load Flow Studies— Paragraph 6.5

* Updated when changes occur that could affect the
results

 Shall be reviewed for accuracy at intervals not to exceed
5 years

* Available to EMP Coordinator

Reliability Studies— Paragraph 6.6

* Conducted as necessary on Critical or important
facility electrical systems to identify equipment,
and circuit configurations that can lead to
unplanned outages

 Spare parts shall be ensure they will be available
when needed

* Shall be reviewed for accuracy at intervals not to
exceed 5 years

* Kept Current.

GIMSA



Electrical Systems Maintenance Review — Electrical System Required Documentation

Incident Energy Analysis (Arc Flash Study)—

Paragraph 6.7

* Updated when changes occur that could affect the
results

* Shall be reviewed for accuracy at intervals not to
exceed 5 years

e Available to EMP Coordinator

* When updated the electrical equipment
overcurrent protective devices and equipment
ratings shall be reviewed and verified for the
equipment within the scope of the study.

GIMSA



Electrical Systems Maintenance Review -Electrical System Testing

Testing Categories

8.3* Testing Category Types. Flectrical maintenance testing
tasks shall be identified as one of the following category types:

(1) Category 1 — Online standard test
(2) Category 1A — Onlineeghanced test
(3) Category 2 — Oiffline S¢mdard test
(4) Category 2A — OffilinG enhanced test

WARNING: Testing-otelectrical equipment while it is connec-
ted 1o the source u{'ml}:-pl}' introduces additional hazards 1o the
worker. Workers.fshould understand the hazards and risks of
the test being performed.

8.3.1 Category 1 — Online Standard Test. Online standard
tests sHall include testing procedures performed while the elec-
trical equipment or device is connected to the source of supply.

§:3.2 Category 1A — Online Enhanced Test. Online
énhanced  tests shall include certain  testing  procedures
performed while the elecirical equipment or device is connec-
ted to the source of supply and that are not typically performed
in mormal electrical maintenance activities and that provide
additional diagnostic information. (See A.8.3.)

8.3.3 Category 2 — Offline Standard Test. Offline standard
tests shall include testing procedures performed while the elec-
trical equipment or device is disconnected from the source of
supply or is connected to an external test voltage source of
supply.

8.34 Category 2A — Offline Enhanced Test. Offline
enhanced tests shall include certain  testing ]'II'{}I'(‘('III’(‘.".
performed while the electrical equipment or device is discon-
nected from the source of !ill']l'.ll}' or is connected to an external
test voliage source of supply and that are not typically
performed in normal electrical maintenance activities and that
provide additional diagnostic information. (See A.8.3.)
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Electrical Systems Maintenance Review -Electrical System Testing

Tests to Run

* Bolted Bus Connections, Conductor
Terminations, and Conductor
Connectors

* Infrared Thermography
* Contact Resistance

* Torque Verification
* Newly installed
* Previously Installed — 90% of ratings

* Insulation Resistance Testing

* Infrared Thermography

Table 7.2.1.4.2{a) Bolt-Torque Values for Electrical
Connections, US Standard Fasteners — Cadmium or Zine
Plated

Bolt Diameter (in.) Torque (Pound-Feet)

Y, 6
-.!"fll. J. I
1 l_:rﬂ
Vs 48
e 70
¥ 96
¥, 160
EA 240
1.0 370




SCADA Cyber Security and Electrical Systems Maintenance Review

Condition 1

* This indicates that the equipment is in “like-new” condition. Maintenance has
been performed according to the Equipment Maintenance Program (EMP), and
there are no significant issues.

Condition 2

* This means that the maintenance results have deviated from past results, or there
are minor issues that require repair or replacement of components.

Condition 3

» Refers to electrical equipment that requires urgent attention. This classification
includes equipment that has missed maintenance cycles, has had issues identified
in the last 2 maintenance cycles, or has shown problems through continuous
monitoring systems or other predictive techniques.

* Equipment in Condition 3 must undergo thermographic inspections at least every
six months.

GIMSA



Maintenance Intervals

Electrical Systems Maintenance Review — Maintenance Intervals

Table 9.2.2 Maintenance Intervals
Equipment Condition Assessment
Product Scope of Work Condition 1 Condition 2 Condition 3
All equipment Infrared 12 months 12 months 6 months
thermography
Low-voltage ground- Visual inspection 12 months 12 months 6 months
fault protection  Cleaning 60 months 36 months 12 months
systems Lubrication Reserved
Mechanical 60 months 36 months 12 months
servicing

Electrical testing

60 months

36 months

12 months

Medium-voltage
ground-fault

prolection systems

Visual inspection
Cleaning
Lubrication
Mechanical
servicing
Electrical testing

12 months
60 months

60 months

60 months

12 months
36 months
Reserved

36 months

36 months

6 months
12 months

12 months

12 months

)

Medium-voltage

Visual inspection

60 months

36 months

12 months

power circuit Cleaning 60 months 36 months 12 months
breakers Lubrication 60 months 36 months 12 months
Mechanical 60 months 36 months 12 months
servicing
Electrical testing 60 months 36 months 12 months
Molded-case/ Visual inspection 60 months 36 months 12 months
insulated-case/low- Cleaning 60 months 36 months 12 months
voltage power Lubrication 60 months 36 months 12 months
circuit breakers Mechanical 60 months 36 months 12 months
servicing

Electrical testing

60 months

36 months

12 months

Motor control

Visual inspection

60 months

36 months

12 months

equipment Cleaning 60 months 36 months 12 months
Lubrication 60 months 36 months 12 months
Mechanical 60 months 36 months 12 months
servicing

Electrical testing 60 months 36 months 12 months
Panelboards and Visual inspection 60 months 36 months 12 months
switchboards Cleaning 60 months 36 months 12 months
Lubrication 60 months 36 months 12 months
Mechanical 60 months 36 months 12 months

inspections

Electrical testing

60 months

36 months

12 months

I MSA



Electrical Systems Maintenance Review — Maintenance Intervals

Maintenance Intervals (cont.)

Table 9.2.2 Maintenance Intervals

Equipment Condition Assessment

Product Scope of Work Condition 1 Condition 2 Condition 3
All equipment Infrared 12 months 12 months 6 months
thermography
Power and Visual inspection 12 months 12 months 6 months
distribution Cleaning 60 months 36 months 12 months
transformers Lubrication Reserved
Mechanical 60 months 36 months 12 months
servicing

Electrical testing

60 months

36 months

12 months

Power cables Visual inspection 60 months 36 months 12 months
Cleaning 60 months 36 months 12 months
Mechanical Reserved Reserved
servicing

Electrical testing

60 months

36 months

12 months

I MSA



FMSA.

Q&A

Lance Teunissen, PE
MSA Professional Services, Inc.
lteunissen@msa-ps.com
(920) 268-4095
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